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1. Introduction to Information Technology and Cyber 

Security 

What is Cybersecurity? 

Cybersecurity refers to any technology, measure or practice for preventing cyberattacks or 

mitigating their impact.  

Cybersecurity aims to protect individuals’ and organizations’ systems, applications, computing 

devices, sensitive data and financial assets against computer viruses, sophisticated and costly 

ransomware attacks, and more. 

1.1. Overview of IT Fundamentals 

1.1.1. Essential components of Information Technology 

Information technology (IT) is the use of computer systems to manage, process, protect, and 

exchange information. It's a vast field of expertise that includes a variety of subfields and 

specializations. The common goal between them is to use technology systems to solve 

problems and handle information. 

 

Figure 1. Component of Information Technology 

1. People: The most important part as they make endusers more productive. 

2. Procedure: Refer to rules or guidelines people follow when using software, hardware, 

and data. Documented in manuals written by computer specialists and provided by 

software/hardware manufacturers of the product. 
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3. Software: It is the term for programs or sets of computer instructions written in a 

special computer language that enables a computer to accomplish a given task. It 

consists of step-by-step instructions, which the computer can use to convert data into 

information. 

4. Hardware: Refers to physical, touchable pieces or equipment. 

5. Data: Raw, unprocessed facts including text, numbers, images and sounds. Data 

describes something that is stored electronically in a file. 

1.1.2. Core Components of IT Infrastructure and IT System 

Architecture 

The Information Technology infrastructure is the backbone of your business. Without a strong 

IT infrastructure, your business will not be able to function properly. After all, it includes 

everything from the physical location of your servers to the networks that connect them and 

the software that runs on them. 

⚫ Major Components of IT Infrastructure 

 

Figure 2. Major Components of IT Infrastructure 

As IT infrastructure is the combination of hardware and software that make up an IT 

environment, it includes everything from servers and storage to network connectivity and 

installations of common software infrastructure applications.  

The main IT infrastructure components: 

• Hardware 

It usually consists of personal computers, servers, routers, data centers, routers, Internet service 

providers, computer networks, and the like. 

• Software 
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This category includes all the apps used by an organization (pre-paid or free software). Web 

servers, operating systems, and content management systems also belong to this category. 

• Networking 

The main goal of this IT component is to guarantee network operations and proper 

communication between external and internal systems. 

⚫ IT System Architecture 

Technology Architecture is the detailed description of the various technology components 

needed to meet business objectives, the logic that governs them, and the data associated with 

them. In summary, IT architecture shows the software and hardware architecture and is less 

relevant to overall business and company strategy, but more focused on how the specific 

solution can be served by this platform.  

Technology architects focus on how components are designed and built to help you find robust 

and cost-effective software and hardware solutions. They act as the gateway between the 

software development team and the business to make sure that business needs are met. 

IT Architecture = Solution + Technical Architecture 

IT Architecture is the combination of a high-level functional solution architecture together with 

the alignment of the Technology Architecture. 

 

Figure 3. IT Architecture 
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It contains the main functional components, but also the channels, architectural components, 

databases and infrastructure. It is the view that aligns business and technology as it shows the 

overall solution blueprint. 

1.1.3. Challenges in IT 

⚫ Challenges in Information Technology 

• Workload 

• Cyber Security 

• Skills Gaps 

• Digital Transformation 

• Cloud Computing 

• Hiring 

• Budget 

• Leadership support in prioritizing new skills development 

• Analytics and Data management 

• Automation 

• Project Management 

• Career Growth 

1.1.4. Future Trends in IT 

 

Figure 4. Top Eight Future Technology Trends 

• Xenobots• Genomics

• Internet of 
Things

• Artificial 
Intelligence

Blockchain 
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1. Artificial Intelligence 

Artificial intelligence (AI), in its broadest sense, is intelligence exhibited by machines, 

particularly computer systems. It is a field of research in computer science that develops and 

studies methods and software that enable machines to perceive their environment and uses 

learning and intelligence to take actions that maximize their chances of achieving defined 

goals. 

2. Internet of Things 

The Internet of things (IoT) describes devices with sensors, processing ability, software and 

other technologies that connect and exchange data with other devices and systems over the 

Internet or other communications networks. 

3. Genomics 

Genomics is an interdisciplinary field of molecular biology focusing on the structure, function, 

evolution, mapping, and editing of genomes. A genome is an organism's complete set of DNA, 

including all of its genes as well as its hierarchical, three-dimensional structural configuration. 

4. Xenobots 

Xenobots, named after the African clawed frog (Xenopus laevis), are synthetic lifeforms that 

are designed by computers to perform some desired function and built by combining together 

different biological tissues. 

5. Blockchain Technology 

Blockchain is a method of recording information that makes it impossible or difficult for the 

system to be changed, hacked, or manipulated. A blockchain is a distributed ledger that 

duplicates and distributes transactions across the network of computers participating in the 

blockchain. 

Blockchain technology is a structure that stores transactional records, also known as the block, 

of the public in several databases, known as the “chain,” in a network connected through peer-

to-peer nodes. Typically, this storage is referred to as a ‘digital ledger.’ 

Every transaction in this ledger is authorized by the digital signature of the owner, which 

authenticates the transaction and safeguards it from tampering. Hence, the information the 

digital ledger contains is highly secure. 

6. Extended Reality 

Extended Reality (XR) is the combination of human & computer-generated graphics 

interaction, which is in reality as well as the virtual environment. In basic terms, Extended Reality 

is a super set of Augmented Reality (AR), Virtual Reality (VR) & Mixed Reality (MR). 

The concept of Extended Reality (XR) came into the picture when technologies like Augmented 

& Virtual reality, were being used by developers and tech-companies all across the globe. Many 
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Sci-fiction movies have used the concept of Extended Reality (XR), but operating it in the real 

world is very different than in the reel world.  

7. Quantum Computers 

Quantum computers harness the unique behavior of quantum physics – such as superposition, 

entanglement, and quantum interference – and apply it to computing. This introduces new 

concepts to traditional programming methods. 

8. Energy Storing Bricks 

Next to the list of future technology trends is Energy Storing Bricks. This technology may seem 

absurd, but scientists are developing a smart and convenient way of storing energy for home 

usage. 

1.2. Importance of Cybersecurity in modern IT environment 

1.2.1. Importance of Protecting data and system 

Data protection is defined as the process of safeguarding data from corruption, loss, or 

unauthorized access. All forms of data are considered assets for an organization or an 

institution.   

1. It is a fundamental right protected by law. 

Data protection is protected by the EU Charter of fundamental rights. The right to data 

protection is a right that may impact the effectiveness of other fundamental rights, such as 

freedom of speech, freedom of thought or freedom of assembly. 

Since the General Data Protection Regulation (GDPR) came into force in May 2018, EEA 

organization must ensure that individuals’ personal data is adequately protected by following 

certain procedures required by this Regulation. Failure to comply with the GDPR may result in 

a hefty fine: as high as 20 million euros or 4% of an organization annual turnover. 

2. It helps to build trust. 

Individuals are increasingly aware of their right to privacy and their right to the protection of 

their personal data. 

Mismanagement of personal data can quickly damage the public reputation of an organization 

and can quickly undermine the trust individuals may have, which often takes years to build. As 

such, an organization that demonstrates good compliance with the GDPR, through robust 

procedures for example, is more likely to build trust amongst its users or customers. 

3. Make data protection a part of your branding. 

An organization known for its services, as well as its diligent approach to data protection is 

more likely to retain users or customers. 

4. It prevents fraud and cybercrimes. 



9 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

Applying strong data protection measures and safeguards not only protects individuals’ or 

customers’ personal data, but also your organizations data. Therefore avoiding considerable 

problems, which may damage your reputation or your organisations’ confidential information. 

5. It saves you time and money. 

Dealing with the aftermath of a personal data breach, such as a hacker attack, can be costly 

and time-consuming, between contacting individuals that are affected by this event and having 

to potentially pay fines and award damages to individuals concerned. 

To reduce the risk of facing this situation, respecting the GDPR is key. 

1.2.2. Growing prevalence of Cyber Threats 

 

Figure 5. Percentage of claims by attack techniques 

1.2.3. Role in Ensuring Policy and confidentiality 

An security policy is a statement, or a collection of statements, designed to guide employees’ 

behavior with regard to the security of company information and IT systems, etc. These security 

policies support the CIA triad and define the who, what, and why regarding the desired 

behavior, and they play an important role in an organization’s overall security posture. 

The CIA triad are: 

 

Figure 6. CIA TRAID 
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Confidentiality 

Confidentiality is roughly equivalent to privacy and avoids the unauthorized disclosure of 

information. It involves the protection of data, providing access for those who are allowed to 

see it while disallowing others from learning anything about its content. It prevents essential 

information from reaching the wrong people while making sure that the right people can get 

it. Data encryption is a good example to ensure confidentiality. 

Tools for Confidentiality 

 

Figure 7. Confidentiality Tools 

Cyber Security Goals 

1. Encryption 

Encryption is a method of transforming information to make it unreadable for unauthorized 

users by using an algorithm. The transformation of data uses a secret key (an encryption key) 

so that the transformed data can only be read by using another secret key (decryption key). It 

protects sensitive data such as credit card numbers by encoding and transforming data into 

unreadable cipher text. This encrypted data can only be read by decrypting it. Asymmetric-key 

and symmetric-key are the two primary types of encryption. 

2. Access control 

Access control defines rules and policies for limiting access to a system or to physical or virtual 

resources. It is a process by which users are granted access and certain privileges to systems, 

resources or information. In access control systems, users need to present credentials before 

they can be granted access such as a person's name or a computer's serial number. In physical 

systems, these credentials may come in many forms, but credentials that can't be transferred 

provide the most security. 

3. Authentication 

An authentication is a process that ensures and confirms a user's identity or role that someone 

has. It can be done in a number of different ways, but it is usually based on a combination of: 
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• something the person has (like a smart card or a radio key for storing secret keys), 

• something the person knows (like a password), 

• something the person is (like a human with a fingerprint). 

Authentication is the necessity of every organizations because it enables organizations to keep 

their networks secure by permitting only authenticated users to access its protected resources. 

These resources may include computer systems, networks, databases, websites and other 

network-based applications or services. 

4. Authorization 

Authorization is a security mechanism which gives permission to do or have something. It is 

used to determine a person or system is allowed access to resources, based on an access 

control policy, including computer programs, files, services, data and application features. It is 

normally preceded by authentication for user identity verification. System administrators are 

typically assigned permission levels covering all system and user resources. During 

authorization, a system verifies an authenticated user's access rules and either grants or refuses 

resource access. 

5. Physical Security 

Physical security describes measures designed to deny the unauthorized access of IT assets like 

facilities, equipment, personnel, resources and other properties from damage. It protects these 

assets from physical threats including theft, vandalism, fire and natural disasters. 

Integrity 

Integrity refers to the methods for ensuring that data is real, accurate and safeguarded from 

unauthorized user modification. It is the property that information has not be altered in an 

unauthorized way, and that source of the information is genuine. 

Tools for Integrity 

 

Figure 8. Integrity tools 
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Cyber Security Goals 

1. Backups 

Backup is the periodic archiving of data. It is a process of making copies of data or data files 

to use in the event when the original data or data files are lost or destroyed. It is also used to 

make copies for historical purposes, such as for longitudinal studies, statistics or for historical 

records or to meet the requirements of a data retention policy. Many applications especially in 

a Windows environment, produce backup files using the .BAK file extension. 

2. Checksums 

A checksum is a numerical value used to verify the integrity of a file or a data transfer. In other 

words, it is the computation of a function that maps the contents of a file to a numerical value. 

They are typically used to compare two sets of data to make sure that they are the same. A 

checksum function depends on the entire contents of a file. It is designed in a way that even a 

small change to the input file (such as flipping a single bit) likely to results in different output 

value. 

3. Data Correcting Codes 

It is a method for storing data in such a way that small changes can be easily detected and 

automatically corrected. 

 Availability 

Availability is the property in which information is accessible and modifiable in a timely fashion 

by those authorized to do so. It is the guarantee of reliable and constant access to our sensitive 

data by authorized people. 

Tools for Availability 

1. Physical Protections 

2. Computational Redundancies 

Role in Ensuring confidentiality 

1. Physical Protections 

Physical safeguard means to keep information available even in the event of physical 

challenges. It ensure sensitive information and critical information technology are housed in 

secure areas. 

2. Computational redundancies 

It is applied as fault tolerant against accidental faults. It protects computers and storage devices 

that serve as fallbacks in the case of failures. 

A) Protecting Privacy and Reputation: Data breaches laying bare personal information, such 

as financial details or healthcare records, can wreak havoc on individuals and organizations. 
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The loss of confidentiality not only erodes trust and damages reputations but can also lead 

to severe legal consequences. 

B) Minimizing Attack Surfaces: Limiting access to sensitive data is akin to fortifying an 

organization’s defenses. By reducing the attack surface, it becomes more challenging for 

malicious actors to exploit vulnerabilities and pilfer valuable information. Restricted data 

access mitigates the risks of insider threats and accidental data leakage. 

C) Enabling Secure Operations: Confidential data is the lifeblood of crucial business 

operations and decision-making. Breaches can disrupt processes, compromise strategic 

plans, and provide competitors with an unfair advantage. Preserving data confidentiality 

ensures data integrity, enabling secure and well-informed business practices. 

D) Compliance with Regulations: The digital landscape is governed by various regulations, 

such as GDPR and HIPAA, which mandate robust data privacy and security measures. 

Upholding data confidentiality showcases compliance with these regulations, averting hefty 

fines and legal disputes. 

E) Building Trust and Confidence: Organizations that priorities and demonstrate a strong 

commitment to data confidentiality cultivate trust with customers, partners, and 

employees. This trust translates into loyalty, positive brand perception, and a competitive 

edge in a world increasingly driven by data. 

1.3. Basic concepts and terminology in cybersecurity 

1.3.1. Cybersecurity concepts 

Threat 

The probability of an undesirable event occurring in a system. 

Vulnerability 

Points in a system that are potentially vulnerable to a malicious attack. 

Attack 

It consists of the action of an attacker targeting a system or network. 

Abuse 

Exploiting a vulnerability could allow an attacker to gain access to the system. 
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Figure 9. Cyber Security Concepts 

1.3.2. Importance of protecting Digital Information 

 

Data Protection for Businesses 

For businesses, data protection goes beyond mere compliance with regulations; it is the 

bedrock of building a strong reputation and fostering customer loyalty. Here's how data 

protection is crucial for businesses: 

a) Trust and Reputation: Customers today are more cautious than ever about sharing 

their personal information. A single data breach or mishandling of customer data can 

tarnish a company's reputation and erode trust, leading to a loss of customers and 

potential legal repercussions. 
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b) Legal and Financial Consequences: Data breaches can result in hefty fines and legal 

liabilities under various data protection laws. These expenses can be crippling for 

businesses, especially small and medium-sized enterprises (SMEs). 

c) Intellectual Property Protection: Data protection is not limited to customer data; it 

also includes safeguarding intellectual property, trade secrets, and proprietary 

information from falling into the wrong hands. 

d) Competitive Advantage: Companies that prioritize data protection and demonstrate 

strong security practices can gain a competitive edge. Customers are more likely to 

choose a business that takes their privacy seriously. 

Data Protection for Individuals 

While businesses have a responsibility to protect the data they collect, individuals must also 

understand the importance of data protection. Here's why it matters to every individual: 

a) Personal Privacy: In a world where digital footprints are ubiquitous, data protection 

ensures that individuals have control over their personal information. It prevents 

unauthorized access, identity theft, and other cybercrimes. 

b) Avoiding Financial Loss: Personal data, such as credit card information and banking 

details, can be misused for financial fraud. Data protection measures safeguard 

individuals from potential monetary losses. 

c) Identity Protection: With the rise of social media and online activities, personal 

information is readily available. Data protection helps prevent identity theft, where 

someone impersonates an individual for malicious purposes. 

d) Protection from Cyberbullying: Cyberbullying and online harassment have become 

prevalent issues. Data protection measures can help mitigate these problems by 

restricting access to personal information. 

e) Preserving Digital Legacy: Inactive accounts can contain valuable memories and 

personal information. Data protection practices, like Google's inactivity policy, ensure 

that individuals have control over what happens to their digital assets after they are no 

longer active online. 

1.3.3. Cybersecurity Threats, Measures and Terminology 

What is a threat?? 

A threat is any incident that could negatively affect an asset – for example, if it’s lost, knocked 

offline or accessed by an unauthorized party. 

Threats can be categorized as circumstances that compromise the confidentiality, integrity or 

availability of an asset, and can either be intentional or accidental. 

Intentional threats include things such as criminal hacking or a malicious insider stealing 

information, whereas accidental threats generally involve employee error, a technical 

malfunction or an event that causes physical damage, such as a fire or natural disaster. 



16 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

Top Cybersecurity Threats 

 

1) Malware 

Malware is short for malicious software and refers to any software that is designed to cause 

harm to computer systems, networks, or users. Malware can take many forms. 

 

Types of Malware 

a) Viruses – A Virus is a malicious executable code attached to another executable file. The 

virus spreads when an infected file is passed from system to system. Viruses can be 

harmless or they can modify or delete data. Opening a file can trigger a virus. Once a 

program virus is active, it will infect other programs on the computer. 

b) Worms – Worms replicate themselves on the system, attaching themselves to different 

files and looking for pathways between computers, such as computer network that shares 

common file storage areas. Worms usually slow down networks. A virus needs a host 

program to run but worms can run by themselves. After a worm affects a host, it is able 

to spread very quickly over the network. 

c) Trojan horse – A Trojan horse is malware that carries out malicious operations under the 

appearance of a desired operation such as playing an online game. A Trojan horse varies 

from a virus because the Trojan binds itself to non-executable files, such as image files, 

and audio files. 

d) Ransomware – Ransomware grasps a computer system or the data it contains until the 

victim makes a payment. Ransomware encrypts data in the computer with a key that is 

unknown to the user. The user has to pay a ransom (price) to the criminals to retrieve data. 

Once the amount is paid the victim can resume using his/her system. 

e) Adware – It displays unwanted ads and pop-ups on the computer. It comes along with 

software downloads and packages. It generates revenue for the software distributer by 

displaying ads. 

• Man in the Middle Attacks
• Denial of service

Malware

• DNS Attacks
• SQL Injection

Phishing

https://www.geeksforgeeks.org/difference-between-virus-worm-and-trojan-horse/
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f) Spyware – Its purpose is to steal private information from a computer system for a third 

party. Spyware collects information and sends it to the hacker. 

g) Logic Bombs – A logic bomb is a malicious program that uses a trigger to activate the 

malicious code. The logic bomb remains non-functioning until that trigger event happens. 

Once triggered, a logic bomb implements a malicious code that causes harm to a 

computer. Cybersecurity specialists recently discovered logic bombs that attack and 

destroy the hardware components in a workstation or server including the cooling fans, 

hard drives, and power supplies. The logic bomb overdrives these devices until they 

overheat or fail. 

h) Rootkits – A rootkit modifies the OS to make a backdoor. Attackers then use the backdoor 

to access the computer distantly. Most rootkits take advantage of software vulnerabilities 

to modify system files. 

i) Backdoors – A backdoor bypasses the usual authentication used to access a system. The 

purpose of the backdoor is to grant cyber criminals future access to the system even if the 

organization fixes the original vulnerability used to attack the system. 

j) Keyloggers – Keylogger records everything the user types on his/her computer system to 

obtain passwords and other sensitive information and send them to the source of the 

keylogging program. 

k) Phishing – Phishing is one type of cyber attack. Phishing got its name from “phish” 

meaning fish. It’s a common phenomenon to put bait for the fish to get trapped. Similarly, 

phishing works. It is an unethical way to dupe the user or victim to click on harmful sites. 

The attacker crafts the harmful site in such a way that the victim feels it to be an authentic 

site, thus falling prey to it. The most common mode of phishing is by sending spam emails 

that appear to be authentic and thus, taking away all credentials from the victim. The main 

motive of the attacker behind phishing is to gain confidential information like  

• Password 

• Credit card details 

• Social security numbers 

• Date of birth 

The attacker uses this information to further target the user and impersonate the user and 

cause data theft. The most common type of phishing attack happens through email. 

Phishing victims are tricked into revealing information that they think should be kept 

private. The original logo of the email is used to make the user believe that it is indeed the 

original email. But if we carefully look into the details, we will find that the URL or web 

address is not authentic. 

l) Spear phishing – Spear-phishing is a targeted cyber attack where attackers meticulously 

gather personal information about their target to craft convincing, personalized messages 



18 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

to trick the victim into providing sensitive information, such as login credentials, financial 

information, or personal data.  

m) Man-in-the-middle (MITM) Attacks – A MITM attack is a form of cyber-attack where a 

user is introduced with some kind of meeting between the two parties by a malicious 

individual, manipulates both parties and achieves access to the data that the two people 

were trying to deliver to each other. A man-in-the-middle attack also helps a malicious 

attacker, without any kind of participant recognizing till it's too late, to hack the 

transmission of data intended for someone else and not supposed to be sent at all. In 

certain aspects, like MITM, MitM, MiM or MIM, MITM attacks can be referred. 

If an attacker puts himself between a client and a webpage, a Man-in-the-Middle (MITM) 

attack occurs. This form of assault comes in many different ways. 

For example, In order to intercept financial login credentials, a fraudulent banking website 

can be used. Between the user and the real bank webpage, the fake site lies "in the middle." 

 

Figure 10. Man in the Middle Attack 

Real life Instances of MITM attack 



19 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

 

Figure 11. MTM attack 

In the above diagram, you can see that the intruder positioned himself in between the client 

and server to intercept the confidential data or manipulate the incorrect information of them. 

Denial of Service 

n) Denial of Service (DoS) is a cyber-attack on an individual Computer or Website with the 

intent to deny services to intended users. Their purpose is to disrupt an organization’s 

network operations by denying access to its users. Denial of service is typically 

accomplished by flooding the targeted machine or resource with surplus requests in an 

attempt to overload systems and prevent some or all legitimate requests from being 

fulfilled. 
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Figure 12. DoS Attack 

o) SQL Injection – SQL injection is a code injection technique attackers use to gain 

unauthorized access to a database by injecting malicious SQL commands into web page 

inputs. 

SQLi or SQL Injection is a web page vulnerability that lets an attacker make queries with 

the database. Attackers take advantage of web application vulnerability and inject an SQL 

command via the input from users to the application. 

Attackers can SQL queries like SELECT to retrieve confidential information which otherwise 

wouldn’t be visible. SQL injection also lets the attacker to perform a denial-of-service (DoS) 

attacks by overloading the server requests. 

p) DNS Attacks – An attack where the attacker renders a computer useless (inaccessible) to 

the user by making a resource unavailable or by flooding the system with traffic. 

Essential Cyber Security Measures are as follows : 

•  Use strong passwords  

•  Strong passwords are vital to good online security  

•  Control access  

•  Put up a firewall  

•  Use security software  

•  Update programs and systems regularly  

•  Monitor for intrusion  

•  Raise awareness 

https://www.geeksforgeeks.org/deniel-service-prevention/
https://www.geeksforgeeks.org/deniel-service-prevention/
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Cybersecurity Terminology 

Authentication  

The process of identifying a user’s identity, making sure that they can have access to the system 

and/or files. This can be accomplished either by a password, retina scan, or fingerprint scan, 

sometimes even a combination of the above. 

Botnet 

A combination of the words “robot” and “network”, a botnet is a network of computers that 

have been infected with a virus, and now are working continuously in order to create security 

breaches. These attacks come in the form of Bitcoin mining, sending spam e-mails, and DDoS 

attacks  

Data Breach 

The result of a hacker successfully breaking into a system, gaining control of its network and 

exposing its data, usually personal data covering items such as credit card numbers, bank 

account numbers, Social Security numbers, and more. 

DDoS  

The acronym stands for Distributed Denial of Service and is a favorite Black Hat tool. Using 

multiple hosts and users, hackers bombard a website with a tidal wave of requests to such an 

extent that it locks up the system and forces it to temporarily shut down. 

Domain  

A series of computers and associated peripherals (routers, printers, scanners), that are all 

connected as one entity. 

Encryption  

Coding used to protect your information from hackers. Think of it like the code cipher used to 

send a top-secret coded spy message. 

Exploit  

A means of attack on a computer system, either a series of commands, malicious software, or 

piece of infected data. Note that in this context, “exploit” is a noun, not a verb, as in “The hacker 

used a malware exploit to gain access to the credit card’s server.” 

Firewall  

Any technology, be it software or hardware, used to keep intruders out. 

Hacker, Black Hat 

Any hacker who attempts to gain unauthorized access to a system with the intent to cause 

mischief, damage, or theft. They can be motivated by greed, a political agenda, or simply 

boredom. 

Hacker, White Hat 



22 

Cybersecurity for all (CS4ALL) ERASMUS-EDU-2022-CBHE, No 101083009 

A hacker who is invited to test out computer systems and servers, looking for vulnerabilities, 

for the purposes of informing the host of where security needs to be buffed up. They are benign 

hackers, personifying the old axiom “It takes a thief to catch a thief”. Sometimes called “ethical 

hackers.” 

Malware 

A portmanteau of “malicious” and “software”, describing a wide variety of bad software used 

to infect and/or damage a system. Ransomware, worms, viruses, and trojans are all considered 

malware. It most often delivered via spam emails. 

Man in the Middle Attack 

An attack on the “middleman”, in this case, defined as the Wi-Fi system that connects users to 

the Internet. Hackers who commit Man in the Middle Attacks can break the Wi-Fi’s encryption 

and use this as a means of stealing your personal data because they’re now in the system. 

Phishing 

A scam where a hacker poses as a legitimate business or organization (especially credit card 

companies, banks, charities, Internet providers, other utilities) in order to fool the victim into 

giving them sensitive personal information or inducing them to click a link or attachment that 

ends up delivering malware. Some of these schemes are extremely well done, others are sloppy 

and amateurish and can be spotted with just a little extra vigilance. 

Ransomware 

A form of malware that hijacks your system and encrypts your files, denying you access to them 

until you send money to unlock everything. In other words, it kidnaps your computer and holds 

it for ransom, hence the clever name. 

Spoofing 

Sadly, this has nothing to do with Weird Al Yankovic doing a parody version of a popular song. 

Rather, it’s when a hacker changes the IP address of an email so that it seems to come from a 

trusted source. 

Spyware 

A form of malware used by hackers to spy on you and your computer activities. If a mobile 

device such as a smartphone is infected with spyware, a hacker can read your text messages, 

redirect your phone calls, and even track down where you are physically located! 
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Question Answers 

Q.No. 01 Marks 

Question 1. Elaborate about Cyber security ? 05  

Answer: Cybersecurity is the practice of protecting systems, networks, and 

programs from digital attacks, damage, or unauthorized access. It involves a 

combination of technologies, processes, and practices designed to safeguard 

devices and data from threats like hacking, malware, and data breaches. Key areas 

of focus include: 

1. Network Security: Protecting networks from intrusions and attacks. 

2. Application Security: Ensuring software and applications are secure from 

vulnerabilities. 

3. Information Security: Protecting data integrity and privacy. 

4. Endpoint Security: Securing devices like computers and smartphones. 

5. Cloud Security: Protecting data stored in cloud environments. 

6. Incident Response: Preparing for and responding to security breaches. 
 
Q. No.02  05 

Question 2. Why is cybersecurity important? 

Answer: Cybersecurity is important for several reasons: 

1. Protection of Sensitive Data: Organizations handle vast amounts of 

sensitive data, including personal, financial, and proprietary information. 

Cybersecurity helps protect this data from theft and unauthorized access. 

2. Prevention of Financial Loss: Cyberattacks can lead to significant financial 

losses due to theft, recovery costs, and fines. Effective cybersecurity 

measures help mitigate these risks. 

3. Maintaining Trust and Reputation: Businesses rely on their reputation and 

customer trust. A data breach can severely damage that trust and harm 

relationships with customers and partners. 

4. Regulatory Compliance: Many industries are subject to regulations 

regarding data protection (e.g., GDPR, HIPAA). Strong cybersecurity 

practices help ensure compliance and avoid legal penalties. 

5. Operational Continuity: Cyberattacks can disrupt business operations, 

causing downtime and loss of productivity. Cybersecurity measures help 

ensure continuity and resilience 
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Q. No.03   05 

Question 3:What are the common types of cyber threats? 

Answer: Common types of cyber threats include: 

1. Malware: Malicious software designed to harm or exploit devices, including 

viruses, worms, ransomware, and spyware. 

2. Phishing: Fraudulent attempts to obtain sensitive information (like 

passwords or credit card details) by disguising as a trustworthy entity in 

electronic communications. 

3. Ransomware: A type of malware that encrypts a victim's data, demanding 

payment for the decryption key. 

4. Denial of Service (DoS): Attacks that overwhelm a system, making it 

unavailable to users by flooding it with traffic. 

5. Man-in-the-Middle (MitM) Attacks: Interception of communication 

between two parties, allowing attackers to eavesdrop or alter the 

information exchanged. 
 
Q. No.04 05 

Question: What are the main components of cybersecurity? 

Answer: Network Security: Protects networks from intrusions and attacks. 

Application Security: Secures software applications from vulnerabilities. 

Information Security: Safeguards data integrity and privacy. 

Endpoint Security: Protects devices like computers and smartphones. 

Identity and Access Management (IAM): Controls user access to sensitive 

information. 

Incident Response: Plans for detecting and managing security breaches. 

Disaster Recovery and Business Continuity: Ensures operations can continue after 

an incident. 

Security Awareness Training: Educates employees on cybersecurity best practices. 

Governance and Compliance: Ensures adherence to legal and regulatory 

standards. 

Threat Intelligence: Analyzes potential threats to improve defenses. 
 
Q. No.05 05 
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Question: What is the difference between a virus and malware? 

Answer: The difference between a virus and malware is as follows: 

1. Malware: This is a broad term that encompasses any malicious software 

designed to harm, exploit, or otherwise compromise a system. It includes 

various types, such as viruses, worms, ransomware, spyware, and trojans. 

2. Virus: A type of malware specifically designed to replicate itself and spread 

to other files or systems. It often attaches itself to legitimate programs or 

files and activates when the infected file is executed. 
 
Q. No.06 05 

Question: How can individuals protect themselves online? 

Answer: Individuals can protect themselves online by following these practices: 

1. Use Strong Passwords: Create complex passwords and use a password 

manager to keep track of them. Enable two-factor authentication (2FA) 

wherever possible. 

2. Keep Software Updated: Regularly update your operating system, 

applications, and antivirus software to protect against vulnerabilities. 

3. Be Cautious with Emails: Avoid clicking on links or downloading 

attachments from unknown or suspicious sources to prevent phishing 

attacks. 

4. Use Secure Connections: Ensure websites use HTTPS, especially when 

entering sensitive information. Use a VPN when on public Wi-Fi. 

5. Limit Personal Information Sharing: Be mindful of the information you 

share on social media and other platforms. 
 
 

 

Q. No.07 

05 

Question: What trends are we seeing with cloud security? 

Answer: Current trends in cloud security include: 

1. Zero Trust Architecture: Increasing adoption of the zero trust model, which 

requires verification of every user and device, regardless of their location. 
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2. Enhanced Compliance and Regulatory Focus: Growing emphasis on 

compliance with regulations (e.g., GDPR, CCPA) as organizations migrate to 

the cloud. 

3. Automated Security Tools: Use of automation and AI for threat detection, 

incident response, and security monitoring to improve efficiency. 

4. Multi-Cloud and Hybrid Cloud Security: Development of strategies to 

secure environments that use multiple cloud providers or combine on-

premises and cloud resources. 

5. Data Encryption: Increased focus on encrypting data both at rest and in 

transit to protect sensitive information from breaches. 
 
Q. No.08  05 

Question: How will cybersecurity training and awareness evolve? 

Answer: Cybersecurity training and awareness are expected to evolve in several key 

ways: 

1. Personalized Learning: Training will become more tailored to individual 

roles and specific risks, providing relevant content that addresses unique 

threats employees might face. 

2. Gamification: Incorporating game-like elements into training programs will 

make learning more engaging and interactive, improving retention and 

participation. 

3. Continuous Learning: Instead of one-time training sessions, organizations 

will adopt ongoing education programs to keep employees updated on the 

latest threats and best practices. 

4. Real-World Simulations: More organizations will use simulated cyberattack 

scenarios to help employees practice their responses in a controlled 

environment, enhancing preparedness. 

5. Microlearning: Short, focused training modules will replace lengthy 

sessions, allowing employees to learn quickly and easily integrate 

knowledge into their workflows. 
 
Q. No.09 05 

Question: What are the implications of cyber threats on customer trust and 

loyalty? 

Answer: Cyber threats can significantly impact customer trust and loyalty in several 

ways: 
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1. Loss of Trust: Data breaches can lead to a loss of confidence in a company's 

ability to protect sensitive information, causing customers to reconsider 

their relationship with the brand. 

2. Reputation Damage: Publicized incidents can tarnish a company's 

reputation, making customers wary of engaging with the brand, especially if 

they perceive it as careless with their data. 

3. Customer Churn: A breach may lead customers to switch to competitors 

perceived as safer, resulting in reduced customer loyalty and loss of market 

share. 

4. Increased Scrutiny: Customers may become more vigilant about the 

security practices of the companies they engage with, demanding 

transparency and accountability. 

5. Financial Consequences: Companies may face legal repercussions, fines, 

and costs associated with breach recovery, which can affect their ability to 

invest in customer-centric initiatives. 
 
Q. No.10 05 

Question: What is the significance of compliance with regulations and 

standards in cybersecurity goals? 

Answer: Compliance with regulations and standards in cybersecurity is significant 

for several reasons: 

1. Risk Management: Regulations help organizations identify and manage 

risks associated with data security, reducing the likelihood of breaches. 

2. Legal Protection: Compliance can protect organizations from legal 

penalties, fines, and lawsuits resulting from data breaches or non-

compliance. 

3. Enhanced Security Practices: Many regulations set minimum security 

requirements, guiding organizations in implementing effective cybersecurity 

measures. 

4. Trust and Reputation: Demonstrating compliance can enhance customer 

trust and improve a company’s reputation, showing stakeholders that they 

prioritize data protection. 

5. Competitive Advantage: Compliance can differentiate a business in the 

marketplace, as customers may prefer to engage with companies that 

adhere to recognized security standards. 
 
Q. No.11 05 
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Question: Why is cybersecurity awareness training vital for all employees? 
 

Answer: Cybersecurity awareness training is vital for all employees for several key 

reasons: 

1. First Line of Defense: Employees are often the first line of defense against 

cyber threats. Educating them helps prevent breaches caused by human 

error, such as phishing attacks. 

2. Understanding Threats: Training helps employees recognize various cyber 

threats, including malware, phishing, and social engineering, empowering 

them to respond appropriately. 

3. Promoting a Security Culture: Regular training fosters a culture of security 

within the organization, where everyone feels responsible for protecting 

sensitive information. 

4. Compliance Requirements: Many regulations and standards require 

cybersecurity training, ensuring that organizations meet legal and industry 

requirements. 

5. Reducing Incident Impact: Well-informed employees can act quickly and 

effectively during a security incident, minimizing potential damage and 

recovery time. 

 

 


